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Forming a hardware ID 
code 



1 




Forming a firmware ID code 










Checking firmware ID and 
hardware ID for upgrading 
the firmware 
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FIG. 1 



Confirming hardware version 



Confirming password 
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Confirming the salt 
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Confirming the algorithm 



Operating the algorithm with 
the codes and getting the 
hardware ID code 
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Writing the salt and the 


hardware ID code into 


the hardware 





FIG. 2 



Taking software version 
and hardware version 



Computing and getting 
hardware ID code and the salt 



Computing and getting the 
checksum of firmware file 



Filling in empty spaces with 
random numbers 
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Assuring the system resources 
Capable of storing the 
new firmware 
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Loading the new firmware 
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Confirming the checksum 
of the new firmware 



Taking ID codes of the new 
firmware and the original salt 
stored in the hardware for 
computing the hardware ID code 



Checking if the computed 
hardware ID code is the same 
as that stored in the product 
hardware 



Recording the new firmware into 
the flash memory according to 
the checking result, and restarting 
automatically 
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